Data Privacy Policy
1. Purpose of this Data Privacy Policy
To provide you with transparent information on the principles we apply for your personal data
and how you can exercise your rights, in this document we explain how Mercialys collects
and processes your personal data.

2. Definitions
“Anonymization”: process through which personal data are irreversibly altered to ensure that
they can no longer be directly or indirectly identified, either by the data controller on their
own or in conjunction with any other party.
“Collection”: the collection of personal data, notably using online forms or questionnaires.
“Consent”: any freely given, specific, informed and unambiguous indication of your wishes
by which you, by a statement or by a clear affirmative action, signify agreement to the
processing of your personal data.
“Recipient”: a natural or legal person to which personal data are disclosed, whether they are
a third party or not.
“Personal data”: any information relating to a natural person who is identified or identifiable,
i.e. who can be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.
“Rights protecting your personal data”: all the rights as defined by legislation and
specifically Articles 15 to 22 of General Data Protection Regulation 2016/679 (“GDPR”).
“Restriction of processing”: marking of stored personal data with the aim of limiting their
processing in the future.
“Minimization”: principle whereby personal data will be adequate, relevant and limited to
what is necessary in relation to the purposes for which they are processed.
“Pseudonymization”: any technical and organizational security measure that involves
replacing an identifier in order to guarantee that personal data can no longer be attributed to
an identified or identifiable natural person.
“Controller”: the natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data.
“Processor”: the natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller.

1 Data Privacy Policy

“Third party”: any natural or legal person other than you, Mercialys, processors and persons
who, under the direct authority of the controller or processor, are authorized to process
personal data.
“Processing of personal data”: any operation or set of operations performed, whether or not
by automated means, on your personal data, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.

3. Controller
Mercialys, a French limited company (société anonyme) with a capital of 92,049,169 euros,
registered in the Paris trade and companies register under number 424 064 707, with its
registered office at 148 rue de l’Université, 75007 Paris, France, is the controller for your
personal data.

4. Our Data Protection Officer
Our Data Protection Officer (DPO) is available to answer any questions you may have at the
following address: privacy@mercialys.com.

5. Our commitments to protecting your personal data
We protect your privacy by ensuring the protection, confidentiality, non-alteration,
availability and security of the personal data that you entrust us with in connection with our
activities, particularly for providing our online services.
We take all necessary measures to:





provide you with clear and transparent information on the way that your personal data
will be collected and processed;
put in place all the technical and organizational measures required to protect your
personal data against disclosure, loss, alteration or access by any unauthorized third
parties;
store your personal data exclusively for the time required for the processing purposes
defined;
offer you the possibility at any time to access and modify your personal data that we
process directly through your personal spaces on our various sites.

To achieve these objectives, we put in place appropriate technical and organizational
measures to ensure that processing is compliant with relevant data protection legislation.

6. When do we collect your personal data?
Your personal data may be collected when:
 you visit our internet sites that may use cookies;
 you fill out the contact form on our internet site;
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you subscribe for our newsletter on our internet site;
you apply for a job with Mercialys;
you enter into a commercial relationship with Mercialys;
you enter into an investment relationship with Mercialys.

7. What personal data do we collect?
We exclusively collect and use the personal data that are required in connection with our
activities in order to offer you quality products and services.
We may collect various categories of personal data from you, including:
 identification and contact information (surname, first name, address, date and place of
birth, email address, phone number, signature);
 identification, authentication or browsing data when you use our online services;
 information relating to training and employment (level of education, employment,
employer’s name, remuneration) when you apply for a job;
 data relating to your interactions with us (contact on our internet sites, through our
applications, during interviews or through letters or emails);
 economic data, particularly for investors, including the percentage of capital and
voting rights held, and for co-contractors, data relating to transactions (bank account
details, payment data);
 any other personal data that you may wish to provide on a voluntary basis.
The personal data that we collect are required for the scope of our processing operations. If
you complete any forms that include optional data, the fields for these data will not contain
asterisks (reserved for data that are regulatory or contractually required). If personal data are
required to enter into a contract, but are not provided (e.g. billing address), Mercialys may be
unable to fulfil its contractual obligations.
These data may be collected directly from you, notably using electronic forms on our internet
sites, or indirectly from third parties (publications / databases made accessible by official
authorities, customers, suppliers, information made public by you).
In accordance with the regulations, we do not collect any data concerning racial or ethnic
origins, political opinions, religious or philosophical beliefs, trade-union membership, genetic
personal data, biometric personal data making it possible to identify an individual on a unique
basis, personal data concerning the health, sex life or sexual orientation of an individual.
These specific categories of personal data are never collected or processed by Mercialys in
connection with your relationship with us.

8. How do we use your personal data?
We process your personal data in line with a transparent and secure approach. These data are
collected for the following purposes:


To prepare for the performance of or to execute a contract entered into with you
(providing information on our products and services, managing our customer
relationships, managing our supplier relationships, managing our investor
relationships);
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To ensure our compliance with our legal and regulatory obligations (storage of legal,
accounting or tax documents, responses to official requests from duly authorized
public or judicial authorities);
 To serve our legitimate interests (developing our products or services, defending our
interests in court, recovering funds, combating fraud, preparing anonymized statistical
models, personalizing commercial offers);
 To comply with your consent, when your consent is the legal basis for processing your
personal data.
These processing operations are carried out while taking into account your interests and rights
as users of our sites or Mercialys’ contractual partners or prospects.

9. Management of our obligations to our customers / users
Communicating with you
We collect and store your personal information to be able to provide you with information
and communications relating to our interactions and the performance of our activities.
Legal or regulatory requirements
We may be required to disclose your personal data following legitimate requests from public
authorities, notably in response to demands relating to national security, combating fraud or
legislative compliance.
Other cases
In all other cases, you will be informed of the processing operations that Mercialys intends to
carry out.

10. Who are the recipients for your personal data?
We ensure that your personal data can be accessed exclusively by authorized people within
Mercialys when this access is required for our commercial or investment relationships.
These data will not be disclosed to any third parties for commercial and/or promotional
purposes.
Our service providers may also be recipients for personal data when this is strictly required
for the performance of services that we have entrusted them with, such as maintenance,
administration or communications operations.
Operations with a provider that receives your data are covered by a contract in order to ensure
the protection of your data and respect for your rights.
Certain personal data may also be disclosed to third parties to comply with legal, regulatory or
contractual obligations or disclosed to relevant authorities in line with the legislation
applicable.
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11. Where are your personal data stored?
Data are stored in accordance with legislation.
If our service provider operates outside the European Union (in a country without adequate
protection legislation), we protect the confidentiality of your personal data and your rights by
using the standard contractual clauses recommended by the European Commission.

12. How long are your personal data kept for?
The timeframes for keeping data are compliant with the recommendations of the French Data
Protection Agency (CNIL) and/or legal requirements:
Categories of personal data

Active storage guidelines

Data collected in connection with a
For the duration of the commercial
commercial
or
investment
or investment relationship
relationship
3 years after the last prospect
contact
Personal login data for internet 3 years after the last customer
sites
contact
Cookies
Valid for 13 months
Data concerning prospects

At the end of these timeframes, we may archive data, notably to comply with statutes of
limitation for legal proceedings.

13. What are your rights concerning your personal data?
To enable you to control our use of your personal data, you have the following rights, which
are applied in accordance with the GDPR conditions in particular:









Right to access: you can obtain information concerning the processing of your
personal data and copies of them;
Right to rectification: you can ask for your personal data that you consider to be
incomplete or inaccurate to be corrected;
Right to erasure: you can ask for your personal data to be erased;
Right to restrict processing: you can ask for the processing of your personal data to be
restricted;
Right to data portability: you have the right for the personal data that you have
provided us with to be returned to you or, when technically possible, transferred to a
third party;
Right to withdraw consent: if processing is carried out with your consent as the legal
basis;
Right to submit any complaints to the French Data Protection Agency (cnil.fr);
Right to define guidelines for the storage, erasure or disclosure of your personal data
following your death.
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You also have the following right, which can be applied in accordance with GDPR in
particular:


Right to object: you can object to the processing of your personal data for reasons
relating to your specific situation and, in the case of prospecting, you have an absolute
right to object to this.

14. How can you exercise your rights?
You can exercise your rights:
- By sending an email with a copy of proof of identity to privacy@mercialys.com
- By sending a letter with a copy of proof of identity to:
Data Protection Officer – Mercialys, 148 rue de l’Université, 75007 Paris, France.
If you would like further details concerning the content of your rights, please contact us at the
addresses indicated above.
We will reply to your requests as quickly as possible and at the latest within one month of
receiving your requests (note: if necessary, this timeframe may be extended by two months
taking into account the complexity and number of requests).

15. Our measures to secure your personal data
Respecting your right to protection, security and confidentiality for your personal data
is our priority.
Mercialys puts in place the organizational and technical security measures required in line
with the level of sensitivity of personal data in order to protect them against any malicious
intrusion, loss, alteration or disclosure to unauthorized third parties.
When defining, designing, selecting and using our services that are based on the processing of
personal data, Mercialys applies a ‘protection by design’ approach to protect your personal
data.
For instance, we apply pseudonymization or anonymization processes, as required, for
personal data when possible, relevant or necessary.
As all personal data are confidential, their access is restricted to Mercialys employees or
providers acting on behalf of Mercialys when this is required for the performance of their
missions. All employees with access to your data are bound by a duty of confidentiality and
face disciplinary and/or other measures if they fail to comply with these obligations.
Operations with recipient third parties are covered by contracts to ensure the protection of
your personal data and respect for your rights.
We are fully committed to ensuring the effective protection of any personal data that you
entrust us with. In line with this constant focus on security and protection, we would
encourage you to exercise caution to prevent any unauthorized access to your personal data
and protect your devices (computer, smartphone, tablet) against unsolicited or even malicious
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access by using a robust password, which it is recommended to change on a regular basis. If
you share a device, we recommend that you sign out after each time you use it.

16. Amendments to this Data Privacy Policy
This Data Privacy Policy may be subject to amendments, which will take effect from the date
when the updated policy has been published.

17. Management of cookies
When you access our internet site, we may, if you agree to this, save cookies on your
computer through your browser. During the period for which these cookies are valid or saved,
they allow us to identify your computer for your next visits. Mercialys partners or providers,
or third-party companies, may also save cookies on your computer. Certain cookies are
essential for browsing our site, particularly for the site’s features to work properly, and
removing them may cause difficulties. Only a cookie’s issuer may read or modify the
information contained in this cookie.
The cookies that may be saved on your computer when you visit pages on our internet sites
are presented below, as well as information on how you can remove or reject these cookies on
your computer.
PHPSESSID: symfony cookie required for the site to operate. Does not contain any personal data.
__cfduid: cloudflare.com cookie to optimize the site’s speed. Does not contain any personal data.
_biz_flagsA: cloudflare.com cookie to optimize the site’s speed. Does not contain any personal data.
_biz_nA: cloudflare.com cookie to optimize the site’s speed. Does not contain any personal data.
_biz_pendingA: cloudflare.com cookie to optimize the site’s speed. Does not contain any personal
data.
_biz_uid: cloudflare.com cookie to optimize the site’s speed. Does not contain any personal data.
optimizelyBuckets: cloudflare.com cookie to optimize the site’s speed. Does not contain any
personal data.
optimizelyEndUserId: cloudflare.com cookie to optimize the site’s speed. Does not contain any
personal data.
optimizelySegments: cloudflare.com cookie to optimize the site’s speed. Does not contain any
personal data.
_ga: Google Analytics tracking.
_gat_gtag_UA_103100784_1: Google Analytics tracking.
_gid: Google Analytics tracking.
cookies: present when cookies are authorized.
hl: saves the language used.

With your browser settings, you can at any time simply and freely choose to accept or reject
the saving of cookies on your computer. You can configure your browser as you wish either
to accept and save cookies on your computer or to reject them.
You can configure your browser settings to:
- receive prompts to accept or reject cookies before they can be saved;
- systematically reject the saving of cookies on your computer.
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Note: Any settings that you change on your browser to accept or reject cookies may change
your internet browsing experience and the conditions for your access to any services requiring
the use of cookies.
If you choose to reject cookies on your computer or if you remove any cookies that are
already stored, we assume no responsibility for any consequences relating to impairments
affecting our services if we are unable to save or consult the cookies required for them to
function and you have rejected or removed these cookies.
How can you exercise your choice, depending on the browser you use?
Each browser has a different way of configuring settings. This process is generally described
in your browser’s help menu, which we therefore invite you to refer to and which will inform
you how to change your cookie settings.
For Internet Explorer
For Safari
For Chrome
For Firefox
For Opera
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